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I STB RECEIVES DETAILS OF AVAILAB LE APPUCA-nONS [ ^500 
I USER SELECTS AN APPL UCATION p -502 

' T , 

I STB RECEIVES AIT WITH DETAILS OF SELECTED APaN. p -504 



STB PROMPTS USER TO PAY FOR APPLN. [-^506 




DOES \ ,^0 
USER AGREE 
^TO PAY ?^ 



STB DIALS APPLN. PROVIDER'S PREMIUM RATETELNO. 
SENDS AUTHN. REQUEST AND STB PUBLIC KEY. 
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NO 


SEND 




ERROR 






MESSAGE 





WATT UNTIL DURATION OF CALL = COST OF APPLN. 
APPLN. PROVIDER SENDS APPLN. KEY TO STB, 
ENCRYPTED WITH STB PUBLIC KEY. 



STB DECRYPTS APPLN. KEY USING STB PRIVATE KEY 
STB DOWNLOADS APPLN. 
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STB DECRYPTS APPLN. USING KEY 
STB EXECUTES APPLN. 
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FIG. 3 
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